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Abstract:

With the rapid development of banking and financial technology, smart banking applications are
generating ever-increasing data, making big data analysis in the banking sector no longer a luxury but
a necessity for operating effectively in this data-driven digital environment. Data analytics in the banking
sector can help generate in-depth insights into customer behavior, enhancing their ability to provide
more personalized and proactive customer service, improving customer experience, and strengthening
trust between them and their banking institutions. This study aims to shed light on the use of Internet
of Things (loT) technology in the banking sector and explore appropriate methods for analyzing the
resulting data by it. In this context, the study compared the Apache Flink and Apache Spark platforms
to determine the most appropriate solution for real-time data analysis tasks. This study contributes to
bridging the existing gap in helping banking institutions choose the appropriate data analysis platform
according to their needs. This comprehensive systematic review constitutes the basic methodology
used by the author to investigate issues related to the integration of loT technologies and data analytics
within the emerging banking industry.
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Introduction

Internet of things technologies has become a prominent feature of our time, as its technologies have
diversified and overlapped in various fields of economic, medical, agricultural, and other life, which
prompted institutions to move forward to keep pace with this acceleration. It is worth noting that, recent
research indicates that the IoT has been identified as one of the most important and fastest-rising trends
[1]. The IoT is expected to grow in the global economy, from $2.7 trin to $6.2 trln annually until 2025, and
will be worth $14 trin by 2030 [2]. By 2025, there will be 25 billion loT connections worldwide, To adapt to
these changes, traditional banks must reconsider their business models and offerings [3].

Although many literature has addressed several different definitions of IoT: loT is a method for
exchanging information using the Internet to combine the physical world with the virtual world [4]. The
Internet of Things (loT) is an essential component of smart infrastructure and is critical to modern banking
operations. In the banking sector, the term "loT" refers to the integration of interconnected systems,
sensors, and devices connected to the internet that collect, analyze, and exchange data to perform banking
operations. This aims to create a more secure, personalized, and efficient financial environment, with the
goal of improving and developing the performance of banking operations [5] [6].

Banks collect customer data from Through Biometric sensors and smart mobile apps for use within [oT
technologies. In this regard, Smart apps are also an loT technology, through which banking services are
provided. In fact, Most of these apps miss the advantage of data analysis, so banks do not benefit from an
important and reliable source of data. Knowing what the customer wants, identifying their needs, and linking
them to a specific marketing activity enables banking institutions to achieve great profits. Furthermore,
Maintaining existing customers and attracting more new customers depends on the presence of marketing
activities supported by electronic banking services, and this is what the banking sector needs. As already
mentioned, The use of Internet of Things (IoT) technologies is linked to the continuous increase in data
volume. Despite all the advantages associated with using IoT technologies in the banking sector, they face
challenges related to managing and analyzing massive amounts of data in real time. This calls on banks to
establish their infrastructure to address this continuous increase in data volume. Many banking institutions
in Libya have provided digital banking services, It can be said that these emerging applications are the
basic building block of loT technologies. To keep pace with rapid technological progress, the banking sector
must develop the technologies used to respond to customers' requirements.

In this research paper, we aim to highlight the Internet of Things (loT) technology within the banking
sector and link it to the data analysis process, specifically in cases that require real-time data processing.
To achieve this, we will conduct a comparison between the two frameworks (Apache Flink and Apache
Spark) based on their key performance indicators, in order to measure the performance of each platform,
determine its effectiveness in data analysis, and evaluate its impact on the efficiency of banking operations.
Then, the most appropriate framework will be determined for analyzing banking data resulting from the use
of loT applications in real-time. The information derived from this comparison makes it easier to identify
best practices for selecting frameworks based on the specific application needs of banking institutions. The
rest of this paper is organized into following five sections: reviews related work in section Il. Section Il
describes the IOT in banking services . The data analytics is described in Section IV,  whereas Section
V discusses the key performance criteria for comparing. Research discussion and results are then
presented in section VI. Conclusion is discussed in section VII.

Related Works

Recent scholarly inquiries have substantially advanced the understanding of the intricate challenges
linked to data analysis that stem from the implementation of Internet of Things (loT) technology within the
banking industry across various contexts. Each scholarly inquiry enriches the understanding of the
implications of data analysis and its capacity to enhance customer insights, promote informed decision-
making, and improve the efficiency of banking operations.The subsequent studies offer critical perspectives
on the incorporation of loT technology into banking applications, emphasizing the data analysis dimension
within this particular domain. Moreover, these studies underscore several areas that necessitate additional
inquiry, thereby revealing a research void that merits further examination and exploration. The following
section presents a review of the most salient of these investigations

The study in [7] highlights modern methods for data analysis and explains the importance of analyzing
Internet of Things data in real-time and its integration with artificial intelligence algorithms.It also reviewed
the benefits of using advanced analytical methods in banks. Nevertheless, the study did not provide specific
platforms or tools to facilitate this integration. Moreover, the work described in [8] has investigated a

244 | The North African Journal of Scientific Publishing (NAJSP)



conceptual framework that enables continuous banking audits through real-time auditing and analysis of
data generated by continuously streaming Internet of Things devices. The design of the proposed
framework is based on improving the audit process without detailing the technical infrastructure or software
supporting data analysis processes.

The work conducted in [9] aimed to present a systematic literature review that demonstrated the reality
of the Internet of Things (loT) and big data within the field of electronic banking services and studied their
impact on various banking sectors, such as risk analysis and management, credit services, and financial
operations. The study also reviewed the challenges arising from integrating the Internet of Things (loT) and
big data into banks and provided solutions to address these challenges. The study highlighted various
important issues related to data analysis, such as data privacy, security, and data quality, and their
importance in analyzing big data and its impact on decision-making. However, the study did not provide
specific technical solutions or indicate platforms for performing data analysis operations.

The study in [10] explains the importance of integrating Internet of Things (loT) and Big Data (BCT)
technologies, as this facilitates the process of collecting and processing data in real time. In this context,
the study presented several use cases in which the Internet of Things (IoT) and Big Data were integrated
in various fields, such as digital banking and secure banking services. On the other hand, the study did not
clarify the technologies required for processing or analyzing data. Another study conducted by [11] explains
the impact of big data analytics on financial operations, such as monitoring customer feedback and its role
in financial and banking services. Regarding data analytics techniques, the study did not explicitly address
this in the contexts presented. Instead, it focused on explaining the effects and benefits of using big data
analytics .

The study described in [12] highlighted Internet of Things technology and the use of the resulting data
to extract customer insights in the banking sector. In this context, the study proposed an architecture
specifically designed for the banking sector that supports techniques for managing and analyzing data
generated by various devices related to customer usage. Through the previous review of studies related to
this research area, we noted that the research that indicated the presence of Internet of Things technology
within the technical infrastructure of the banking sector in various contexts did not discuss the technologies
that can be used for data analysis, but rather merely referred to them in passing. Therefore, author seek to
bridge this gap by proposing an appropriate solution to create a banking technical infrastructure that is
appropriate and supportive of Internet of Things data analysis within the banking sector.
loT in Banking Services

As customers increasingly embrace banking applications and prefer digital services, traditional banks
are forced to intensify their efforts toward deploying smart applications that support their operating models
to maintain their position in the market. In this section, we delve into the Internet of Things (loT)
technologies used today in banking services, which are shaping the digital future of the banking sector.

Today's consumers are looking for more convenient and efficient ways to conduct banking transactions.
In this regard, smart ATMs, interactive self-service kiosks, and wearable devices offer a wide range of
benefits to financial institutions. Smart ATMs offer services such as real-time monitoring of banking
transactions and interactive self-service for customers, enabling them to complete tasks such as paying
bills, depositing checks, and managing accounts without human intervention. Therefore, IoT technologies
support smart ATMs, enabling them to detect various fraud patterns and contribute to real-time prevention.
Customer service platforms and wearable devices also enable customer service, enabling them to conduct
banking transactions without using their physical cards [13].

Point of Sale (POS) terminals enhance customer service. They are an interactive interface consisting
of hardware and software that enables the merchant or service provider and the customer to conduct and
manage financial transactions digitally and securely. POS systems are designed to be connected to the
network to process customer transactions in real time, access customer data, and manage inventory. POS
devices also offer multiple payment methods, such as cash, credit cards, and mobile payments [14]. POS
functionality has been integrated into smartphone applications, allowing customers to conduct transactions
directly from their smartphones. Integrating loT technology with POS systems enables banking institutions
to enhance customer service and improve their shopping strategies. By tracking purchases and identifying
customer preferences, they can target customers with promotional offers to market products more relevant
to their needs. Recognizing this necessity, banks must prioritize digital initiatives that combine the use of
smart mobile banking services with 10T technologies. This strategic focus is not just a response to current
trends in digital banking transformation, but also a proactive effort to secure the future of its business in a
smartphone-dependent world.
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Data Analytics (DA)

Data Analytics (DA) are techniques and tools for analyzing large and small data sets with diverse data
attributes to obtain meaningful conclusions and actionable insights [15]. The conclusions come in a variety
of forms such as patterns and statistics, which enable organizations to deal with data more proactively in
order to implement more effective decision-making processes [16]. Big data is processed and analyzed to
extract meaningful insights and insights, which traditional methods are unable to deliver adequately.
Working on analyzing the data provided by IoT technologies enables institutions to extract customer insights
and thus create many opportunities for banking services [17]. It enables real-time analysis of customer
behavior by integrating 10T technology, artificial intelligence, and customer behavior prediction, which
enables banks to prevent fraud and monitor and track banking assets to ensure their security [7]. The
implementation of the IoT becomes more efficient if the data analytics process is integrated with the loT
architecture [12].

Key Performance Criteria For Comparing

This section presents and discusses the most popular platforms for big data analytics by reviewing their
associated characteristics. Apache Spark and Apache Flink, both frameworks provided by the Apache
Software Foundation, were selected as the most widely used and have been reviewed by numerous
researchers. We can compare the two frameworks based on their key performance indicators. This
comparison aims to highlight the features, issues, and benefits of each, as well as their associated
advantages. The insights gained from this comparison help identify and select the most appropriate
framework based on the needs of the organization seeking to analyze its data .If we want to evaluate the
efficiency of both Apache Flink and Apache Spark's performance in processing and analyzing customer
transaction data in banking applications, we must set out a set of key performance criteria for each.
The criteria were defined based on an analysis of the perspectives and insights drawn from the informed
research contexts.

Table 1: Comparison of Key Performance Indicators between Apache Flink and Apache Spark.

Platform Key
- Performance and Throughput
Apache Flink Low latency, high-throughput processing and stateful computations[18].

Apache Spark

It can achieve High throughput, with micro-batch architecture but at the cost of higher latency[18].

Processing Models

Apache Flink

optimized for efficiently handle stream and batches processing[19].

Apache Spark

Excels in batch processing, and supports stream processing through micro-batch and structured streaming
[20].

Scalability in Real-Time Data Processing

Apache Flink

Flink's architecture supports linear scalability, enhancing its scalability and reliability in data ingestion[21].

Apache Spark

It achieves scalability through its distributed computing model, which allows it to process data across multiple
nodes in a cluster [22]

Fault tolerance

Apache Flink

- A checkpointing mechanism that enables processing of state flows and aids in recovery without data loss.
- Use of a circular cache to improve performance in high-throughput scenarios.
- Stability and fast recovery times[23].

Apache Spark

Spark relies on lineage-based fault recovery, where lost data is reconstructed from previous computations,
which can lead to increased event latency [24].

Security

Apache Flink

The fault-tolerance mechanisms include a distributed architecture, the use of checkpointing, and stateful
processing, which helps in dealing with faults effectively. Its ability to handle continuous data streams also
allows for early detection of faults or abnormal patterns [18].

Apache Spark

It uses several mechanisms to enhance security, such as fine-grained access control, data encryption, and
authentication via protocols such as Kerberos. It also provides data integrity verification [25].

Machine learning

Apache Flink

Flink-ML library supports various algorithms specifically designed for real-time data processing, such as
Classification Algorithms, Clustering Algorithms, Regression Algorithms, and Collaborative Filtering[26].

Apache Spark

Spark is based on the machine learning library MLLIB, which includes multiple types of algorithms such as:
Gradient Boosting , Logistic Regression, Decision Trees ,Random Forest, and XGBoost [27] [28].

Memory Management
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Apache Flink Flink uses various advanced memory management mechanisms. It leverages CPU-GPU integration to
improve load balancing and increase computational capacity through efficient task segmentation and
scheduling. It also uses Task Requirement-Based Allocation to allocate memory to suit task needs. Lifetime-
Based Management analyzes data object lifetimes, which improves memory allocation and reduces garbage
collection overhead [29-31] .

Apache Spark Memory can be managed using various mechanisms:

OOM Handling, Adaptive Memory Reservation , ATuMm Implementation, Data Compression and
Serialization, Fine-Grained Monitoring. Although these approaches enable Spark to manage memory
efficiently, challenges remain, particularly in balancing memory allocation needed to meet the real-time data
processing needs of banking applications [32-35]

- Use Cases
Apache Flink Suitable for real-time transaction processing and stateless computations [36].
Apache Spark Suitable for hybrid workloads, including batch and machine learning tasks [37].

Resource Utilization

Apache Flink Real-time processing at a cost-effective level[38].
Apache Spark Batch tasks are more economical than stream processing due to higher costs[37].

- Ecosystem
Apache Flink An ecosystem that is expanding and has strong stream processing support [36].
Apache Spark A mature ecosystem that has extensive libraries for machine learning and SQL [37].

Discussion And Results

The comparative metrics in Table 1provide a clear view of the strengths and weaknesses of Apache
Spark and Apache Flink. In order to determine which framework better satisfies the requirements of real-
time data analytics in loT-enabled banking contexts, we will analyze these metrics in-depth in this section,
drawing on scholarly literature already in existence. In contexts necessitating continuous streaming data
processing, Flink attains reduced latency and augmented throughput as a result of its proficiency in
managing real-time data with efficacy. Conversely, Spark exhibits a superior throughput capacity that can
be ascribed to its micro-batch framework; nevertheless, this benefit is counterbalanced by an escalation in
latency.Consequently, one could posit that Flink exhibits superior performance in the context of real-time
data processing, whereas Spark is more appropriately aligned with batch-oriented operations. The Spark
platform relies on micro-batch data processing, which in turn leads to latency. Therefore, Spark faces
challenges with repetitive tasks and continuous data flow, requiring alternative solutions to improve
efficiency. On the other hand, the Flink platform architecture enables it to scale more efficiently for
operations that require real-time data processing and iterative processes, and it also contributes to
improving the efficiency of iterative algorithms [39].

Apache Flink outperforms Apache Spark in tasks where real-time data processing is a critical factor, as
Flink demonstrates highly efficient performance in terms of memory management and reducing the
overhead caused by garbage collection. Furthermore, Apache Spark still has a number of limitations related
to processing speed, the balance of memory usage, and the scalability when handling large-scale datasets.
Flink offers several advantages when processing real-time data, the most important of which is fault
tolerance, which includes faster recovery and lower latency time .The multiple security methods used in
Spark make it a suitable choice for banking applications that require secure data sharing. Spark therefore
outperforms the Flink platform in this regard, as Flink's architecture is primarily built for rapid, real-time
processing.

The Flink-ML library supports a diverse set of efficient algorithms. It also speeds up model development
because it's designed to simplify end-to-end machine learning pipelines and allows for immediate response
to any data update due to the real-time nature of data processing. In contrast, the Spark platform supports
machine learning via its MLIib library, which is designed to support both batch and micro-batch data
processing. This makes the platform a strong contender for use in banking application data analysis. Banks
pay considerable attention to their technology infrastructure due to its associated costs. Resource utilization
is measured by the platform's ability to perform tasks with minimal resource consumption and operational
costs.

In this direction, flink demonstrates greater operational efficiency than Spark when it comes to real-time
data processing. Flink utilizes resources efficiently thanks to its streaming-native processing capability. It
also manages memory efficiently, reducing memory consumption and associated operating costs. Flink
also boasts horizontal scaling, which reduces the need for additional resources when processing large data
streams. This reduces operational costs, resulting in scalability with lower costs. Flink also achieves lower
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latency compared to Spark Streaming, which means faster data analysis, which positively impacts decision-
making in banking institutions and enhances business efficiency. In contrast, Spark consumes more
resources due to its reliance on micro-batch processing, which leads to resource consumption and short
idle periods. Production costs also increase in Spark because it often consumes more CPU and memory
resources to process the continuous flow of data. The SPARK ecosystem is more mature than the Flink
ecosystem, where we find it supports graphic processing and includes a wide range of machine learning

libraries in return. Flink's ecosystem focuses mainly on stream processing [41] [40].

In light of the above, we can conclude that Apache Flink boasts several advantages, including fast
processing and low latency, making it an effective solution for financial institutions seeking to make critical
and rapid decisions, such as monitoring changes in financial markets or detecting fraudulent activities that
require rapid intervention to address and prevent them in real time. Furthermore, Flink supports a dedicated
machine learning algorithm library, enabling Flink to develop predictive models that enable banking
institutions to conduct immediate Al-based analysis, helping them detect fraudulent patterns and identify
customer preferences. On the other hand, compared to Spark, the Flink platform requires higher latency
and does not provide immediate insights in situations requiring real-time data processing. Furthermore, the
Flink platform is characterized by its great ability to scale horizontally. In cases requiring increased load
handling, the distributed architecture of the Flink platform allows the addition of new nodes to the cluster,
ensuring continued operation even in the event of a failure of some nodes. In contrast, the Spark platform
requires increased resource utilization and operational overhead when processing real-time data using
micro-batch technology when used in applications for large financial institutions. This results in increased
maintenance costs and complexity within the Spark framework due to the use of different tools for batch
and flow processing.

Conclusion

Through this study, we seek to improve the technological infrastructure in the banking sector, making it
more effective, efficient, scalable, and secure .To achieve this, we worked through this study to identify the
most appropriate platform for analyzing real-time data from Internet of Things devices. Therefore, choosing
the appropriate data analysis platform depends on the specific needs of the targeted banking application.
In conclusion, the research results confirm that Flink is most suitable for situations where real-time data
processing is critical and necessary to generate immediate insights from the data .1t is worth noting that this
study was conducted on a limited number of performance indicators and was limited to only two types of
data analysis platforms. Therefore, we suggest conducting further studies on other platforms and with
different performance metrics. We also recommend directing future research to a real-world case study to
ensure the applicability of the findings in a real-world setting.
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